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iRIS KeyStore and TrustStore Setup

Overview: This guide will cover how to import the application server’s SSL certificate into the Java Keystore and TrustStore
file. This is required for interfaces such as CITI Feed, LDAPS, SSO, IMAPS, etc...

1) Prerequisites:
a. The SSL cert applied to the site in IIS
b. Need portecle.zip (can be provided by iMedRIS)
c. Need jetty.zip (can be provided by iMedRIS)
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2) Note: it is possible that this setup has already been completed for different interfaces. All of step two is just to check

whether or not some of the requirements have been set up already.

Have they been configured in sa.properties?

a. Open up the sa.properties file

Check to see if the following lines are not commented out and have a value:

i.
il.
iii.
iv.

system.keyStore 1
system.keyStorePassword_1
system.trustStore_1
system.trustStorePassword_1

c. Ifthereis afile path listed for system.keyStore_1 and a password listed for system.keyStorePassword_1 then the

JKS file has been created and will need to be verified (follow section 3).

d. If thereis afile path listed for system.trustStore_1 and a password listed for system.trustStorePassword_1 then

the JKS file has been created and will need to be verified (follow section 3).
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3) Verify KeyStore and TrustStore

a. Extract the portecle.zip file to the desktop
Open up the command prompt and change directory to the extracted portecle folder.
¢. Run the following command:
i. >java —jar portecle.jar

[Z+]Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76811]
Copyright <c)> 200% Microsoft Corporation. ALl rights reserved.

C:\Users Adninistrator>cd Decktopiportecle—1 . 7wportecle—-1.7

C:s\UserssAdninistratorsDesktopiportecle—1.Pwportecle—1.7>java —jar portecle.jawr

d. The portecle GUI will now open.

£ Portede [_To[x]
Eile Tools Examine Help

nls FIRE

@[ Alias Name Last Modified

\o keystore loaded

Verify Java KeyStore

e. Click the open button (highlighted above) and select the file path for the system.KeyStore_1
f. Enter the system.keyStorePassword_1 when prompted for the password
g. Once the key-store has been opened there should be a key-pair.

i. Right click and select certificate details
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)3 T'E:"-.,iMedeS"-.jdk1.?.l]_5?"-.jre"w.,lih"w.,security"-.,keystnre.]‘ks - Portecle

File Tools Examine Help

Rja 088 8 E|8 K@

| Alias Name
2% le-GfedBara-1

Last Modified
B8 Certificate Details Sep 11, 2014 1:30:06 PM POT

i Export
@ Generate Certification Reguest
&, \mport CA Reply

P Zet Paseward
M Delete

[ Clone
Rename

ii. Make sure that the certificate is the SSL certificate for the application server.

Verify TrustStore

h. Click the open button and select the file path for the system.trustStore_1
i. Enter the system.trustStorePassword_1 when prompted for the password

j- Once the trust-store has been opened you will find many certificates that have been imported
i. Sort by date and look at the newest cert

ii. Right click and select certificate details

éTE:"-.,iMedRIS"-.jdk1.7.0_57"-.jr ib%security' cacerts - Portecle

File Tools Examine Help

o= 0 )48)58|82 B8 K@

|| Alias Mame
*imedris.com (digicart eha® carura carar pay
addtrustelassica | B4 Certilcate Detalls
addtrustexternalca
addtrustyualifiedca
affirmtrustcommerci
affrmirustnetwarking @ Clane
affirmtrustpramiurn Rename
= affirmtrustoraminmearnea

Last Modified
Sep 11, 2014 1:05:47 PN POT
May 2, 2006 5:50:24 AM PDT
& Eqort May 2, 2006 5:51:44 AM PDT
May 2, 2006 5:53:28 AM PDT
il Delete Apri4, 2014 3:50:58 FM PDT
Apri4, 2014 351:11 PM FDT
Apr14, 2014 351:20 PM PDT
Apr1d IN14 3R1°35 PWMPOT

iii. Make sure that the certificate is the SSL certificate for the application server.

If both of the above have been verified to have the SSL certificate for the URL in it, then interfaces should work over

HTTPS wi i | and tt f the guid be skipped
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4) TrustStore Setup Pre-req:
Downl he .cer from th L pr i

a. Navigate to the iRIS site that the interface is being set up on
b. Click the lock icon and select view certificate

c. Select the Details tab and then click the Copy to File button

Certificate

General Detals | Certiication Path |

shor; [EEEY ~

s
010000000001 Ze 064 17 J
Jgorithm shalRsa

algor
iature hash slgorithm

from

to Sunday, May 08, 2016 3:34:2.
| subtect * Jouisvil ey, Lniversiy of ... v

Edt Propertizs,., || Copy o Fileas

Learn more about centificate details

d. Inthe window that opens, select the DER encoded binary X.509 (.CER) option.

Export File Format
Certificates can b exported in 3 variety of file Formats.

Select the format you want bo use:
4" DER encoded binary X509 { CER)
" Base-64 encoded ¥.509 (.CER)

" Cryptographic Message Syntax Standard - PKCS #7 Certificates { P7E)
I™ Include &l icertificates in the certification path iF possible
€= Personal Information Exchange - PKCS #12 (,PRX)
I | tnclude Al certifizates in the cerbfication path F possible
I | Delete the private key if Ehe export is sucsasskl
™| Export &l extended properties

€ Wicrosoft Serialized Cerbificate Store ( 55T)

Learn mare about certificate file formats

< Back I Next = I Cancel

e. Choose where to save to file. Click next and then click finish on the following page.
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Certificate Export Wizard [ ]

Completing the Certificate Export

f .
Specky the file you por Wizard
You have successfully completed the Certificate Export
Fils nanes: wizard,

‘ou have specified the Following settings:

Export Keys Mo
Include 3l certificates in ths certification path Mo
File Format DER En

o]

< Back Next > concel | cgack | Fmsh | cancel
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5) Import into TrustStore
a. Using Portecle, open the TrustStore:
i. Default Path: %IMEDRIS HOME%\jdk*\jre\lib\security\cacerts
ii. Default Password: changeit
b. Click the certificate import button

éTE:"-‘,iMedRIS"\.jdk1.1.0_57"-.j Jib‘security' cacerts - Portecle

File Tools Examine Help

AEIEIE E EIREI B

“ Alias Name

Last Madifiad [
addirustclassica May 2, 2006 5:50:24 AM PDT [
addtn May 2, 2006 5:51:44 AM FDT
A i Meei A ARAE E.EaAn Ak AT

c. Select the DER converted file (from the previous section) and import.
d. Once the file is imported click the Save button

47 CAIMedRIS'jdk1.7.0_6T\jre\lib\security\cacerts® - Portecle

File Tools Examine Help
nla|msz/se n|[=8|e
M| Alas Name

2] *imedris.com (digicert sha2 secura server ca)

[E] addtrustelasstca

[ addtrustesternalca

[E] addtrustqualifiedea
[ affirmtrusteommercialca

Last Modified [ ]
Sep 11,2014 1.0647 PMPDT =
May 2, 2006 5:5024 AM POT
May 2, 2008 561 44 AM FOT
Way 2, 2008 5:53:20 AM POT
Apr 14,2014 3:50:56 P POT
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6) Add the TrustStore to the sa.properties file

First change the password:
a. With the TrustStore already open, go to Tools [ Set Keystore Password

éTE:"m,iMedRIS"mjdkl.7.IJ_ET"-.‘jre"m,lih'ﬂ.,security'ﬂ.,cacerts - Portecle

File Ioms|gxamme Help

5% Generate Key Pair Ctrl-& A @

El Import Trusted Certificate... Ctl-T

& import Key Pair... Chl-i CastMECTer ‘ |
rca) Sep 11,2014 1.05:47 PM PDT =
@ Set Keystore Password...  Chl-P May 2‘ 006 55024 AM PDT
B Change Keystore Type » May 2, 2006 5:51:44 AWM POT
= Keystore Report chl-R May 2, 2006 5:53:29 AM PDT
25 [Ep— Apr 14,2014 350:58 PM PDT
= Qptions AEr 14,2014 25111 PM PDT

b. Enter the new password and then save the KeyStore.

c. Change to the %IMEDRIS _HOME%\jdk*\jre\lib\security directory.

Add to sa.properties:

d. Add the %IMEDRIS HOME%\jdk*\jre\lib\security\cacerts path to the system.trustStore 1 property. Make sure
that there are two °\” for every 1 °\’ in the path
1. Ex: C:\iMedRIS\jdk1.7.0 67\jre\lib\security\cacerts [] C:\\iMedRIS\\
jdk1.7.0_67\\jre\\lib\\security\\cacerts
e. Add the password used for the cacert trustStore password to the system.trustStorePassword 1 property.
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7) JKS pre-req — Get certificate in .PFX format
This can be skipped if you already have the application server’s cert in .PFX format.

a. Open up IIS on the application server
b. Select the server name in the right pane and then double-click on Server Certificates in the middle pane
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c. Right-click the certificate used for the website and select Export...

i. Note: Some certificates do not allow export — you must obtain the .PFX SSL certificate and a password

for it from someone at your institution
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d. Enter the filename and path for the .PFX file to be exported and assign it a password
[Ensomt Cestibicte ___________ KIE]|

Expeiat b
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Fuimroact

[rrmvrsan

Zonfim paawanrd:

[rmveres

Lo 1 oo |
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8) Create the Java Key Store using Jetty

a.
b.
C.

Extract the Jetty.zip onto the desktop

Open up command line and change directory to the extracted folder.

Run the following command:

i. >java -classpath lib\jetty-6.1.1.jar org.mortbay.jetty.security.PKCS12Import <cert_pfx_file_path>
%IMEDRIS HOME%)\jdk*\jre\lib\security\keystore.jks
1. Input keystore passphrase = <password when exporting the cert from IIS or converting key
to .pfx format>

2. Output keystore passphrase = <choose password>

[&+] Administrator: Command Prompt [_ (O]

etty—6.1.1%\jetty—6. path libh\jetty
.security.PKCE12Import CiNlse strator\Deskto
I\NiMedRISNjdk1 .7 B_67\jreNlib N P

d. Add the %IMEDRIS HOMEY% \jdk* \jre\lib \security\<keystore>.jks path to the system.keyStore 1 property.

c.

Make sure that there are two °\’ for every one ‘\’ in the path
i. Ex: C:\iMedRIS\jdk1.7.0_67\jre\lib\security\keystore.jks [ C:\\iMedRIS\\
jdk1.7.0_67\\jre\\lib\\security\keystore.jks
Add the password used for the keyStore to the system.keyStorePassword 1 property.

10
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9) RestartiRIS
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